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FOREWORD 

The Bureau of Radiological Health develops and carries out a national program to 
control unnecessary human exposure to potentially hazardous ionizing and nonionizing 
radiations and to ensure the safe, efficacious use of such radiations. The Bureau publishes 
the results of its work in scientific journals and in its own technical reports. 

These reports provide a mechanism for disseminating results of ~ureau and contractor 
projects. They are distributed to Federal, State, and local governments; industry; hospitals; 
the medical profession; educators; researchers; libraries; professional and trade organiza
tions; the press; and others. The reports are sold by the Government Printing Office and/or 
the National Technical Information Service. 

The Bureau also makes its technical reports available to the World Health Organization. 
Under a memorandum of agreement between WHO and the Department of Health, 
Education, and Welfare, three WHO Collaborating Centers have been established within the 
Bureau of Radiological Health, FDA: 

WHO Collaborating Center for Standardization of Protection Against Nonionizing 
Radiations; 

WHO Collaborating Center for Training and General Tasks in Radiation Medicine; and 

WHO Collaborating Center for Nuclear Medicine. 

Please report errors or omissions to the Bureau. Your comments and requests for 
further information are also encouraged. 

bureau of radiological health 

John~!!~ 
Director 
Bureau of Radiological Health 

• WHO Collaborating Center for 
Standardization of Protection 
Against Nonionizing Radiations 

The mention of commercial products, their sources, or their use in 
connection with material reported herein is not to be construed as 
either an actual or implied endorsement of such products by the 
Department of Health, Education, and Welfare (HEW), or the World 
Health Organization (WHO). 
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INTRODUCTION 

The concern over potential microwave radiation hazards associated with models 
of the Sensormatic Electronic Security System has recently been expressed by 
various groups in the public health, labor, and industrial sectors. Because of this 
concern, a reevaluation of these specific devices was initiated to confirm Bureau of 
Radiological Health measurements taken on early models of this device in 1971. 
The findings of both the early survey, and this more recent one, confirm the Bureau 
of Radiological Health's position that emissions from the Sensormatic devices fall 
well below current U.S. guidelines for permissible exposure. of humans to 
microwave radiation. 

PRINCIPLES OF OPERATION 

The Sensormatic model EA17 (E Field system) and the model HA2 (H Field 
system) are intended to prevent shoplifting ti1rough their ability to detect the 
presenC\! of special electronic "tags" (Fig. l) which can be attached to merchandise 
in a retail store. These tags, roughly 4 x 0.7 5 inches, are removed from the 
merchandise by a cashier, using a special tool, when the merchandise is paid f Qr. 
The tags contain special electronic components which, when exposed to microwave 
energy, radiate a modified version of the impinging signal. All Sensor ma tic units 
operate at a frequency of 915 MHz in the Industrial, Scientific, and Medical (ISM) 
band, allocated by the Federal Communications Commission for such w~e of 
microwave energy. A minority of microwave .ovens also operate at this same 
frequency (915 MHz), while most ovens operate at 2450 MHz. 

The transmitter and receiver of a system are· housed in the same unit, a 
rectangular pillar, about 3 feet high, 1 foot wide, and 1 foot deep. Usually, two 
pillars are placed on either side of a store entrance, about 10 feet apart, to 
interrogate all objects carried by persons passLng through the area (Fig. 2), and to 
detect those objects containing the electronic tags. 

RADIATION SUR VEY TECHNIQUES 

Surveys were made by FDA personnel of several Sensormatic units ·(including 
both of the models HA2 and EA17). The instrument used for the surveys was a 
Narda model 8616 isotropic hazard monitor, (using probe models 8623 and 8621). 
These probes detect. the electric field vector, regardless of its orientation. The 
above instruments were precisely calibrated, prior to the surveys in the BRH 
microwave power density calibration facility. A recheck of the instruments after 
the completion of the surveys revealed no change in calibration factors. A 
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worst-case uncertainty of approximately ± 1 dB (+ 25%, - 20%) is associated with 
this calibration (1). Additional usage errors (resulting from probe orientation, near 
field errors, reflections from the instrument, and so forth), could produce additional 
uncertainties of another ± 2 dB (+ 58%, - 37%). Therefore, absolute microwave 
power density data is reliable to within a factor of two ( ± 3dB) of the measured 
values, using a very conservative (worst-case) summation of errors approach. 

The survey of several operational Sensormatic units was performed in several 
retail stores by manually scanning the areas in the immediate proximity of each 
transmitter IIP.illar ." Because the minimum detectable power density is on the order 
of 20 µ W /cm2 (0.02 mW /cm2) for the survey meter used, non-zero data could only 
be obtained in the close proximity of each pillar. 

SURVEY DATA 

The data obtained fro_m several surveys was as follows: 

Unit surveyed 

HA-2 

HA-2 

HA-2 

EA17 

EA17 

Horizontal 
distance 

from pillar 
(cm) 

5 

10 

20 or more 

5 

10 or more 

*Less than 20 µ W/cm 2 

Height above 
ground 

(cm) 

83 

All heights 

All heights 

23 

All heights 

CONCLUSIONS 

Power Density 
( µW /cm2) 

62 

Undetectable* 

Undetectable* 

180 

Undetectable* 

Measurement of microwave emissions from Sensormatic Electronic Security 
Systems Models EA17 and HA2 indicated maximum power densities of less than 200 
µ W / cm 2 at 5 cm (about 2 inches) and less than 20 µ W / cm 2 at 10 cm (about 4 
inches). These levels are far below the American National Standards Institute's and 
OSHA's voluntary standard for occupational exposure of 10 mW/cm 2 (10,000 
µ W /cm 2

) (2). Power densities were below the detectable limits of the survey 
meters at distances greater than 20 cm (about 8 inches) from the Sensormatic units. 

The ANSI and OSHA voluntary standard are for continuous exposure levels for an 
entire 8-hour working day. Thus, if either stc-re employees or the general public 
were to stand near the Sensormatic units for most of the working day, no public 
health hazard would occur. 
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A draft copy of this report was sent to the Sensormatic Electronics Corporation 
for their comments. Mr. J. Farrar, Vice President of Engineering, responded by 
letter. His comments can be sum_marized as follows: 

First, FDA/ i3RH study-results are in accord with an extensive evaluation of 
the Stanford Research Institute entitled "Microwave Emission Study for Sensormatic 
Electronics Security System." This is a correct statement in the opinion of the 
Bureau of Radiological Health. 

Second, Mr. Farrar states that the general public is erroneously concerned about 
the relative hazards of low-level microwave radiation such as emitted by the 
Sensormatic units. He states that a CB radio user is exposed to power densities 
greater than the Sensormatic unit. The technical aspects of exposure to CB radio 
emissions have been addressed in a Bureau of Radiological Health report 
"Measurements of Electromagnetic Fields in the Close Proximity of CB Antennas" 
HEW publication FDA 79-8080. The Bureau of Radiological Health does not agree 
that direct comparisons of exposures to 27 MHz Citizens Band transmitters to 915 
MHz Sensormatic units can be made. Mr. Farrar then stated that microwave energy 
existing within a one mile radius of broadcasting equipment and even the microwave 
energy levels naturally emitted from the human body are greater than those to 
which an individual can be exposed when walking through a microwave surveillance 
system. 

Finally, by citing scientific expert opinion, Mr. Farrar stated that the general 
public as well as store employees would suffer no harm since they would be exposed 
to levels which would not even exceed any possible future U.S. microwave exposure 
standards. While this appears probable, the Bureau of Radiological Health cannot 
speculate on the unknown: future microwave radiation human exposure standards. 
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